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B N A I N S I G H T

The explosion in the number of companies providing services that store data ‘‘in the

cloud’’ provides new challenges for applying outdated laws to new technologies. Carlton

Fields attorneys James B. Baldinger and Chas Short examine the difficulties presented by

the lack of clear legal guidance on disclosure of customer information by these companies.

Uncertainty in the Cloud: Changing Requirements for Disclosing Customer Data

BY JAMES B. BALDINGER AND CHAS SHORT

R apid advances in communications technology has
resulted in a surge in the amount and types of data
maintained by the wide range of companies that

provide services to consumers and businesses. Access-
ing the information stored by those companies is
quickly becoming essential to law enforcement agen-
cies, resulting in a tremendous increase in requests for
access to emails, text messages, social media messages,
and other customer information. Cell phone carriers
alone report that in 2011 they responded to 1.3 million
law enforcement requests for information such as text
messages, caller location data, and subscriber informa-
tion.1

Unfortunately, the law has not kept pace with the ad-
vances in technology, resulting in confusion and uncer-
tainty about how companies should respond to requests
for access to their customers’ information. The explo-
sion in the number of companies providing services that
store data ‘‘in the cloud’’ provides new challenges for
applying outdated laws to new technologies. This ar-
ticle examines the difficulties presented by the lack of
clear legal guidance on disclosure of customer informa-
tion by these companies.

Statutory Framework
Disclosure of customer information by ‘‘electronic

communication services’’ and ‘‘remote computing ser-
vices’’ is governed by the federal Stored Communica-
tions Act, 18 U.S.C. § 2701 et seq. (‘‘SCA’’), which was
enacted by Congress in 1986 as part of the Electronic
Communications Privacy Act. The SCA supplies rules
for when companies may disclose, must disclose, and

1 Markey: Law Enforcement Collecting Information on Mil-
lions of Americans from Mobile Phone Carriers, website of
Congressman Ed Markey, http://markey.house.gov/press-
release/markey-law-enforcement-collecting-information-
millions-americans-mobile-phone-carriers (Last visited Oct.
19, 2012). Congressman Markey asked nine wireless carriers
about their practices in response to requests by law enforce-

ment for subscriber information. Congressman Markey’s web-
site includes his letters to carriers and their responses. Id.
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are prohibited from disclosing the contents of commu-
nications and non-content records in response to sub-
poenas, court orders or other legal process.

Although Congress has updated the SCA several
times, it is often not clear whether and how service pro-
viders should comply with law enforcement requests
for customer information.2 One essential step in deter-
mining what standards apply under the SCA is driven
by whether a provider is considered an ‘‘electronic com-
munication service’’ or a ‘‘remote computing service’’
(or neither), and whether the information sought is
‘‘content’’ or customer subscriber or transactional ‘‘re-
cords’’ of communications.

Unfortunately, the key definitions under the statute
are based on an outdated view of technology, and deter-
mining how they apply to cloud computing services is
especially murky. The lack of guidance (and some-
times, inconsistent guidance) from courts compounds
the problem.

Businesses that provide cloud computing services
must critically evaluate where they fall under the SCA’s
definitions, which will drive whether and how they
must comply with requests from government entities.
Though the law is far from settled, it is important for
cloud computing services to fall somewhere under the
SCA’s definitions, so companies can determine what
compliance is required.

Failure to properly comply with law enforcement dis-
closure requests—whether by revealing too much or too
little information—is fraught with risk. Adverse public-
ity can result from a company failing to protect its cus-

tomers’ data or from failing to help law enforcement
catch a criminal.

The SCA also provides the ability for anyone harmed
by a violation of its terms to file a lawsuit. However,
companies that disclose customer information in com-
pliance with the SCA receive immunity from legal liabil-
ity.

Uncertainty about their status under the SCA also
risks exposing cloud computing companies to more vo-
luminous requests for information from government
entities and civil litigants.

Overview of the Stored Communications Act
The SCA generally prohibits providers of communi-

cation services to the public from divulging private
communications, subject to a number of exceptions. A
provider of ‘‘an electronic service to the public shall not
knowingly divulge to any person or entity the contents
of a communication while in electronic storage by that
service.’’3

Similarly, one who provides remote computing ser-
vices to the public:

shall not knowingly divulge to any person or entity the con-
tents of any communication which is carried or maintained
on that service—(A) on behalf of, and received by means of
electronic transmission from (or created by means of com-
puter processing of communications received by means of
electronic transmission from), a subscriber or customer of
such service; (B) solely for the purpose of providing storage
or computer processing services to such subscriber or cus-
tomer, if the provider is not authorized to access the con-
tents of any such communications for purposes of provid-
ing any services other than storage or computer process-
ing.4

The SCA also prohibits electronic communication
services and remote computing services from divulging
customer records or other non-content information to a
government entity.5 As the SCA makes explicit else-
where, however, a provider may disclose non-content
‘‘record[s] or other information’’ to any person other
than a governmental entity.6

Exceptions. The SCA establishes a significant number
of exceptions to these general prohibitions. For ex-
ample, disclosures can be made with the consent of the
customer or subscriber, or if disclosure is necessary for
providing the service or for the protection of the service
provider.7 Significantly, the act does not contain an ex-
ception that allows disclosure of the contents of com-
munication to civil litigants.8

As discussed below, both content and non-content in-
formation must be disclosed when the government sup-

2 H.R. 6529, A bill introduced on September 21, 2012, by
Congresswoman Zoe Lofgren, would clarify these issues. H.R.
6529 would require among other things, that the government
obtain a warrant before compelling a service provider to dis-
close an individual’s private online communications. Though
H.R. 6529 seems unlikely to be passed by Congress this ses-
sion, it is encouraging to see that at least some members of
Congress are looking critically at the flaws in the Stored Com-
munications Act.

3 18 U.S.C. § 2702(a)(1).
4 18 U.S.C. § 2702(a)(2).
5 18 U.S.C. § 2702(a)(3); 18 U.S.C. § 2703(c).
6 18 U.S.C. § 2702(c)(6).
7 See 18 U.S.C. § 2702(b)-(c).
8 See, e.g., Viacom International Inc. v. YouTube, Inc., 253

F.R.D. 256, 264 (S.D.N.Y. 2008) (prohibiting disclosure of in-
formation pursuant to a civil subpoena because the act ‘‘con-
tains no exception for disclosure of such communications pur-
suant to civil discovery requests’’); In re Subpoena Duces Te-
cum to AOL, LLC, 550 F. Supp. 2d 606, 611 (E.D. Va. 2008)
(language of SCA ‘‘does not include an exception for the dis-
closure of electronic communications pursuant to civil discov-
ery procedures’’).
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plies appropriate legal process under 18 U.S.C. § 2703.
However, in emergency situations the SCA permits dis-
closure to law enforcement before legal process is ob-
tained.9

Compliance with the SCA is important. The SCA es-
tablishes a cause of action for ‘‘any provider of elec-
tronic communication service, subscriber, or other per-
son aggrieved’’ by a knowing or intentional violation of
the act against any person or entity, except the govern-
ment.10 Courts can award successful claimants equi-
table or declaratory relief, money damages, and attor-
ney fees and costs.11 However, the SCA provides immu-
nity for providers of wire or electronic communication
services and their employees and agents for disclosing
information or providing assistance ‘‘in accordance
with the terms of a court order, warrant, subpoena,
statutory authorization, or certification under this chap-
ter.’’12

Civil lawsuits are not the only risks presented by im-
proper disclosures of communications. Section 2701 of
the SCA criminalizes unlawful access to stored commu-
nications, and provides for the imposition of fines and
up to 10 years imprisonment. A good faith reliance de-
fense is set out in 18 U.S.C. § 2707(e), and provides im-
munity to civil and criminal liability for disclosures
made in reliance on a request made under applicable
law.

Though beyond the focus of this article, the SCA also
addresses the preservation of evidence and backups,13

requirements for a government entity to provide (and in
some situations delay) notice to subscribers of informa-
tion it requests,14 cost reimbursement for provider’s
compliance efforts,15 counterintelligence access to tele-
phone toll and transactional records,16 wrongful disclo-
sure of video tape rental or sale records,17 and civil ac-
tions against the United States for willful violations.18

Compulsory Disclosures by Cloud
Computing Services to the Government

The SCA establishes several possible mechanisms by
which the government can require providers of elec-
tronic communication services or remote computing
services to disclose information. Determining which
mechanism applies depends on the type of information
the government seeks, and whether the information is
held by an electronic communication service or a re-
mote computing service.

The law provides no express guidance for determin-
ing where cloud computing services fit within the SCA’s
definitions, yet the answer can be critically important.

Non-Content Requests. When the government seeks
only non-content records or other information related
to a customer the issue is relatively straightforward.
The government can obtain such information from ei-

ther an electronic communication service or a remote
computing service with a warrant, with a court order is-
sued per § 2703(d) (which requires the government to
demonstrate ‘‘specific and articulable facts’’ showing
that there are reasonable grounds to believe that the in-
formation is relevant and material to an ongoing crimi-
nal investigation), or with the consent of the subscriber
or customer.19 If the government seeks the disclosure of
certain basic subscriber information, it can use a sub-
poena.20 Basic subscriber information includes only the
name, address, telephone connection records/records of
session times and durations, type and length of service,
subscriber number or identity, including any temporar-
ily assigned network address, and means and source of
payment.21

Requests for Content. The more difficult questions
arise when the government seeks to access the contents
of communications. Under the SCA, communications
held by an electronic communication service are en-
titled to greater protection than communications stored
by a remote computing service. To obtain the disclosure
of the contents of communication held by an electronic
communication service in electronic storage for 180
days or less, the government must use a warrant.22

If a communication has been in electronic storage for
181 days or more, the government can instead obtain its
contents with a § 2703(d) order or a subpoena.23 The
government can obtain the contents of a communica-
tion held by a remote computing service with either a
warrant, a § 2703(d) order, or a subpoena—the SCA
contains no ‘180 days’ provision with respect to com-
munications in a remote computing service.24

Definitional Dilemma:
Is a Cloud Computing Service an ‘Electronic

Communication Service’ or a
‘Remote Computing Service’?

Unfortunately, cloud computing services do not fit
neatly into the SCA’s definitions of electronic commu-
nication service or remote computing service. Court de-
cisions have further complicated the issue by holding
that a provider can be an electronic communication ser-
vice with respect to some subscriber communications,
and a remote computing service with respect to oth-
ers.25

Federal statutes define ‘‘electronic communication
services’’ broadly as ‘‘any service which provides to us-

9 18 U.S.C. § 2702(b)(8); 18 U.S.C. § 2702(c)(4).
10 18 U.S.C. § 2707(a).
11 18 U.S.C. § 2707(b)-(c).
12 18 U.S.C. § 2703(e).
13 18 U.S.C. §§ 2703(f) and 2704.
14 18 U.S.C. § 2705.
15 18 U.S.C. § 2706.
16 18 U.S.C. § 2709.
17 18 U.S.C. § 2710
18 18 U.S.C. § 2712

19 18 U.S.C. § 2703(c).
20 18 U.S.C. § 2703(c)(2).
21 18 U.S.C. § 2703(c)(2)(A)-(F).
22 18 U.S.C. § 2703(a).
23 18 U.S.C. § 2703(a)-(b). A government entity using a

§ 2703(d) order or a subpoena must give notice to the sub-
scriber or customer. However, that notice may be delayed per
§ 2705(d).

24 18 U.S.C. § 2703(c).
25 See, e.g., Flagg v. City of Detroit, 252 F.R.D. 346, 362

(E.D. Mich. 2008) (Provider ‘‘may be deemed to provide both
an ECS and an RCS to the same customer.’’); Crispin v. Chris-
tian Audigier, Inc., 717 F. Supp. 2d 965, 987 (C.D. Cal. 2010)
(Social media websites were electronic communication ser-
vices with respect to messages that were not yet opened, and
remote computing services with respect to messages that have
been opened and retained by the account holder).
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ers thereof the ability to send or receive wire or elec-
tronic communications.’’26

At first blush, this definition seems relatively straight-
forward. However, its applicability in the context of the
SCA is complicated by the definitions of other terms in
the statute.

The general prohibition against disclosing the con-
tents of communications by an electronic communica-
tion service applies to communications ‘‘in electronic
storage by that service.’’27 Likewise, § 2703(a) sets out
how the government may require the disclosure of the
contents of a communication ‘‘in electronic storage in
an electronic communications system.’’

The trouble is that ‘‘electronic storage’’ does not have
a common sense definition. According to the SCA, elec-
tronic storage is

‘‘(A) any temporary intermediate storage of a wire or elec-
tronic communication incidental to the electronic transmis-
sion thereof; and (B) any storage of such communication by
an electronic communication service for purposes of
backup protection of such communication.’’28

This definition was created with a long out-dated view
of email in mind; in 1986, email messages were tempo-
rarily copied and stored before being downloaded to the
recipient’s computer. Today, cloud computing services
allow users to permanently store communications on
the web so they can access their information from any
computer.

Variations. Interpretations of the ‘‘electronic storage’’
definition vary. The Department of Justice (‘‘DOJ’’)
adopts a narrow interpretation. According to the DOJ, a
communication is not electronic storage unless it is
stored in the course of transmission.29 Communications
held by an electronic communication service, but not
opened or accessed by the addressee, are in electronic
storage.

However, the DOJ only considers communications
stored by the service provider prior to delivery to the re-
cipient to be ‘‘backup protection.’’30 Under this con-
struction, an email that a subscriber reads and then
chooses to store ‘in the cloud’ is not protected under the
electronic communication service provisions of the
SCA.

Conversely, the U.S. Court of Appeals for the 9th Cir-
cuit held in Theofel v. Farey-Jones31 that ‘‘backup pro-
tection’’ includes communications that were already ac-
cessed by the recipient but left on the server.32 The
court observed that ‘‘nothing in the Act requires that
the backup protection be for the benefit of the ISP
rather than the user.’’33

Under this interpretation, the government would
need a warrant to compel disclosure of the content of a
communication received through an electronic commu-

nication service if it had been stored for 180 days or
less, regardless of whether it had been accessed by the
recipient. The Theofel interpretation generally supports
the conclusion that the protections for communications
in an electronic communication service apply to the
contents of communications that users store in the
cloud.34

In some circumstances, a cloud computing service
may be considered a remote computing service rather
than an electronic communication service, which car-
ries different requirements for disclosure of informa-
tion. For example, in United States v. Weaver,35 the
court determined that keeping previously accessed
web-based email available online for a user constitutes
a remote computing service, not ‘‘electronic storage.’’36

In Crispin, the court held that two social media websites
were remote computing services with respect to
already-viewed messages.37

Cloud computing services fit with a common sense
definition of a remote computing service, in that they al-
low a user to store information online as opposed to on
the user’s personal computer. But as in the case of an
‘‘electronic communication service,’’ the statutory defi-
nitions related to a ‘‘remote computing service’’ are
complicated. For the general prohibition against disclo-
sure to apply, a communication must be (1) carried or
maintained by a remote computing service on behalf of,
and received by electronic transmission from a sub-
scriber and (2) carried or maintained ‘‘solely for the
purpose of providing storage or computer processing
services to such subscriber or customer, if the provider
is not authorized to access the contents of any such
communications for purposes of providing any services
other than storage or computer processing[.]’’38

This second element is potentially problematic for
cloud computing services. For example, if its terms of
service allow a provider of web-based email to use the
content of its customers’ email to generate text ads tar-
geted to a particular customer, does that mean the web-
based email is now authorized to access the contents of
communication for purposes of providing a service
other than storage or computer processing (i.e.
advertising)? Some scholars argue that it does, and that
it might therefore mean that a cloud computing service
would be neither an electronic communication service
nor a remote computing service.39

If a cloud computing service’s practices or terms of
service result in it falling outside of the SCA, it may
have to contend with government requests for stored
communications, and also the requests of private liti-
gants.

26 18 U.S.C. § 2510(15); 18 U.S.C. § 2711(1)
27 18 U.S.C. § 2702(a)(1).
28 18 U.S.C. § 2510(17) (2000).
29 CCIPS, U.S. DEP’T OF JUSTICE, SEARCHING AND SEIZING COM-

PUTERS AND OBTAINING ELECTRONIC EVIDENCE IN CRIMINAL INVESTIGA-
TION, 123 (3d ed. 2009)

30 Id. at 124.
31 359 F.3d 1066 (9th Cir. 2004).
32 Id. at 1076.
33 Id. at 1075.

34 Note, however, that the Theofel court acknowledged, ‘‘A
remote computing service might be the only place a user stores
his messages; in that case the messages are not stored for
backup purposes.’’ Id. at 1070.

35 636 F. Supp. 2d 769 (C.D. Ill. 2009).
36 Id. at 772-73.
37 717 F. Supp. 2d at 987.
38 18 U.S.C. § 2703(b)(2)(A)-(B) (emphasis added).
39 See, Ilana R. Kattan, Note, Cloud Privacy Protections:

Why the Stored Communications Act Fails to Protect the Pri-
vacy of Communications Stored in the Cloud,13 VAND. J. ENT.
& TECH. LAW 617, 640 (2011).
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Conclusion
Cloud computing services must be mindful of these

challenges as they negotiate the labyrinthine require-
ments of the SCA. Because the level of statutory protec-
tion afforded to subscriber communications depends on
whether the cloud computing service is defined as an
electronic communication service, a remote computing

service, or neither (and therefore subject not only to
government requests but also requests from private liti-
gants), these issues must be carefully considered. Until
the law is updated, providers of cloud computing ser-
vices should be aware of how their service might be
classified to avoid improperly disclosing communica-
tions and better protect themselves and their custom-
ers.

5

DIGITAL DISCOVERY & E-EVIDENCE REPORT ISSN 1941-3882 BNA 11-8-12


	Uncertainty in the Cloud: Changing Requirements for Disclosing Customer Data

