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The United States Supreme Court has ruled that police officers must generally secure a warrant

before searching through the contents of a cell phone of a person they arrest.  This decision will

have important implications for telecommunications providers, possibly by affecting the number of

subpoenas they receive for phone records, and for users who have confidential information on their

smart phones. Due to this case, individuals arguably have greater expectations of privacy in the

content on their phones. The case, Riley v. California, involved two individuals convicted of crimes

(unrelated to those for which they were initially arrested) after police examined information on their

cell phones. The government argued that the warrantless search was constitutional under an

exception to the usual requirement that officers obtain a warrant.   The exception allows officers to

search individuals when they arrest them. The Court rejected that argument and focused on the fact

that the justifications for such searches – officer safety and preventing the destruction of evidence –

are far less applicable to searches of digital information. The Court's opinion recognized that cell

phones contain a huge volume of information likely to be intensely personal (raising significant

privacy concerns), and unlikely to harm officers (lowering the government's interest in invading that

privacy).  Given these differences the Court concluded that "a warrant is generally required before

[searching a cell phone], even when a cell phone is seized incident to arrest." However, the Court

concluded by noting that a different exception to the warrant requirement, one that allows

warrantless searches in exigent circumstances, still applies to the contents of cell phones.  Thus, if

a particular situation requires the police to search a cell phone to "assist persons who are seriously

injured or are threatened with imminent injury" or to help out in another emergency, then the police

need not obtain a warrant to do so. The implications of the Supreme Court's decision are

resounding. Notably, the logic of this case likely also applies to searches of tablets, laptops, and other

electronic devices that contain a large amount of potentially personal data. Riley will also

undoubtedly have a significant effect on common law enforcement practices. Law enforcement
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officers can no longer routinely troll through information on cell phones using the excuse that they

are merely searching an individual they just arrested. Law enforcement may attempt to justify more

cell phone searches under the exigent circumstances exception, which remains available on a case-

by-case basis. Also, it may make more requests to cell providers directly using subpoenas and court

orders issued under the Stored Communications Act. The Riley ruling continues a trend of recent

cases that address search and seizure issues in our increasingly digital era . And it highlights the

need to update telecommunication laws to keep up with the rapidly evolving pace of technological

development (after all, the Federal Communications Act just celebrated its 80th birthday).  Indeed,

several bills that aim to do just that are pending in Congress,  and major changes are expected in

the near future at both the national  and state  level. The House Energy and Commerce

Committee is also soliciting feedback from the public and telecom industry on a series of white

papers being written in preparation for a major Federal Communications Act overhaul. All signs

suggest that Riley is just the first of several major changes to come. Our telecommunications and

white collar and government investigation groups continue to track these significant developments.

We stand ready to assist and advise our clients as privacy law issues continue to evolve.
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