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As of May 1, 2014, Insurance Services Office, Inc. (ISO) requires a data breach liability exclusion

endorsement to its standard commercial general liability (CGL) policy form. The endorsement is

titled "EXCLUSION - ACCESS OR DISCLOSURE OF CONFIDENTIAL OR PERSONAL INFORMATION

AND DATA-RELATED LIABILITY - WITH LIMITED BODILY INJURY EXCEPTION." Insurance

regulators in virtually all U.S. states and territories have reportedly approved the endorsement.

Under Coverage A - Bodily Injury and Property Damage Liability of the CGL policy form, exclusion "p"

is revised to exclude damages arising from any "access to or disclosure of any person’s or

organization’s confidential or personal information, including … trade secrets, … customer lists, …

credit card information, health information or any other type of nonpublic information…." Under

Coverage B - Personal and Advertising Injury Liability, coverage is removed for personal and

advertising injury liability arising from any access to or disclosure of such non-public information.

The exclusion applies to damages claimed for notification costs, credit monitoring expenses, public

relations expenses, and other expenses that arise from any access to or disclosure of such non-

public information. The exclusion retains a limited exception for damages that arise because of

"bodily injury." It seems that no company is immune from a data breach. According to the Identity

Theft Resource Center, the number of data breaches increased 20.5 percent from January 1, through

July 25, 2014 over the same time period last year. Companies may have to incur significant expenses

as a result of a data breaches. These can include computer forensic, notification, and public relations

expenses. Therefore, this exclusion should provide an incentive for companies to revisit their

insurance coverages to determine if they should purchase some form of data breach/data

privacy/cyber liability insurance coverage. For information concerning U.S. data security breach

notification laws, please see this at-a-glance chart.

Related Practices

Technology

Intellectual Property

Cybersecurity and Privacy

http://www.carltonfields.com/Laws-Governing-Data-Security-and-Privacy-US-Jurisdictions-at-a-Glance
https://www.carltonfields.com/services/technology
https://www.carltonfields.com/services/intellectual-property
https://www.carltonfields.com/services/cybersecurity-and-privacy
https://www.carltonfields.com/
https://www.carltonfields.com/


Related Industries

Technology

©2024 Carlton Fields, P.A. Carlton Fields practices law in California through Carlton Fields, LLP. Carlton Fields publications should not
be construed as legal advice on any specific facts or circumstances. The contents are intended for general information and
educational purposes only, and should not be relied on as if it were advice about a particular fact situation. The distribution of this
publication is not intended to create, and receipt of it does not constitute, an attorney-client relationship with Carlton Fields. This
publication may not be quoted or referred to in any other publication or proceeding without the prior written consent of the firm, to be
given or withheld at our discretion. To request reprint permission for any of our publications, please use our Contact Us form via the
link below. The views set forth herein are the personal views of the author and do not necessarily reflect those of the firm. This site
may contain hypertext links to information created and maintained by other entities. Carlton Fields does not control or guarantee the
accuracy or completeness of this outside information, nor is the inclusion of a link to be intended as an endorsement of those outside
sites.

https://www.carltonfields.com/services/technology

